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Varldens kortaste presentation!

* 0 avkommunernas tjanster fungerar over bara IPv6
» Aven om BankID och Freja hade stodet skulle ingen tjanst fungera
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BankID




Historik — IPv6, NAT + CLAT

1995
RFC 1883 4

1996
RFC1918 RFC1918 NATAA @
Single stack

2010{?} RFC1918
Dual stack IPv6 NAIGAE]

2926 Legacy IPv4
Single stack IPV6

CLAT har funnits i iPhone, Android, Macos och Chromebook sedan urminnes tider
CLAT finns for test i Windows 11 nu




CLAT - NAT64/DNS64

G NAT64
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Hemmaroutrar och hallucinationer

* Det sprids en hel del missinformation om IPv6 nu och tyvarr ar en
del Al-genererat helt utan filter och kunskap

* https://circleid.com/posts/study-finds-ipv6-adoption-exposes-
more-residential-devices-to-unsolicited-traffic

https://undercodetesting.com/the-silent-ipv6-privacy-crisis-how-
your-devices-became-publicly-traceable-overnight/

» Testade darfor en del vanliga hemmaroutrar om de later IPv6-trafik
In genom den
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IPv6 gar inte att skanna{!|?}

 Om det ar laga eller forutsdgbara adresser gar det

e 1 - router
::53 - DNS
::443 - webbserver
2123 - NTP-server
::dead:beef:cafe - IPv6 ar ju roligt ocksa! ©

* De flesta operativsystem har lokal brandvagg som blockerar

* loT da?
Personligen har jag en del prylar - kameror, bil-laddare,
solceller/batterier mm men INGEN av de stodjer IPv6.... G




Hur lang tid tar det att skanna av en /647
2764 adressetr....

* Du har 1Gbps Internet hemma
» Teoretiskt kan nagon skicka 1,3 miljoner paket per sekund till dig
* 2°64 /1,3 miljoner per sekund => 450 tusen ar

* Det ar da for en port —t.ex https
Sen far du oftast 256 stycken /64-or




Setup

Alla routrar ar uppgraderade till senaste version
(2025-10-30) och i ovrigt ar IPv6 aktiverat om det
kravs.

En KEA 3.0.1 agerar DHCPVG6 for IA_NA och
IA_PD och en /56 tilldelas routern som testas.

Testat TCP/UDP portskanning, falsk ICMPv6-
trafik, EH/fragmenterings-variationer med THC
IPv6

Enbart ping{6} slank igenom
En del routrar har IPv6-brandvagg men det ar
inte testat

Endast TVA hade IPv6 aktiverat default!
( OpenWRT och Mikrotik ar testade men de ar
INTE vanliga konsumentprodukter)

Ubuntu 24.04 \f\/ o

3fff:1234:5678:9abc:3cf1:3a28:ac41:3813

Ubuntu 24.04
Ansluten med L2 direkt

mot routerns WAN-
interface




Testade produkter

TP-Link Deco X75 -
D-Link M30 i
D-Link R15 i
Asus RT-AX50 -
Netgear RS-100 -
GL-iNet AC1200 -
OpenWRT v24.10 i
Mikrotik 7.20.1 -




O & test-ipvé.se

Test your IPv6

Details
Test Status Time (ms) Your IP

IPv6 i 71

Jag far 10/10

IPv4 i 67
med aua! Resolver DNS has IPV6 15
Test RFC8305 i 8
Large packet (IPv6)

ROA (IPv6)

ROA (IPv4)




TP-Link Deco X75

Tre stegs raket fOr att aktivera IPv6 - Inget passerarin genom den.

Default ar inte SLAAC/RDNSS aktiverat, Android enheter kan ha problem med det.

09:37 A Wz

4 Internetanslutning

IPv6

Dynamisk IP

2001:4860:4860::8844

2a07:1c5 |

F155/64

Brandvaggsregler

09:38
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Internetinstaliningar

IPv6

Dynamisk IP

Erhall IPv6-adress

Prefixdelegering

DNS-adress

Tilldelad typ

1Pv6

09:38 4 o 7T

Tilldelad typ

ND proxy

SLAAC och tillstandslos DHCP

DHCPv6

SLAAC och RDNSS




Asus RT-AX57

Enkel tva stegs aktivering om man forstar att det ar "Native" man ska aktivera

IPv6
=S RT-AX57 Logga ut Starta om Svensk

. Snabb Driftldge: Tradlés router Fast programvaruversion: 3.0.04.386 53266 SSID: SNUS Konfigurera IPv6 Internet-instéliningarna for RT-AX57.
N Internetinstéllning IPv6 FAQ
IPv6

Allméant

Grundlaggande konfig

Gf) Natverkskarta Konfigurera IPv6 Internet-instaliningarna for RT-AX57.
IPv6 FAQ

@ AiMesh
Grundlaggande konfig

Anslutningstyp [ Native V]

DHCP-PD O Aktivera @ Inaktivera

@) Gastnatverk Anslutningstyp v Inaktivera
Native IPv6 LAN instillning

@ AiProtection Statisk IPv6
Passthrough LAN IPv6-adress

:g:o Foréldrakontroll FLET'S IPv6 service
Tunnel 6to4 LAN Prefixlangd

@ QoS Tunnel 6in4
Tunnel 6rd LAN IPv6 prefix

Avancerade instéllningar

Automatisk konfigurationsinstallning O stateless @ Stateful
[N Traaiss

[@] Lan IPv6 DNS-instillning

@5 wan Ansluta till DNS-servern automatiskt O Aktivera @ Inaktivera

oM. Amazon Alexa Automatisk konfigurationsinstillning

@ R PUE Aktivera Router Advertisement O Aktivera @ Inaktivera

Tillampa




D-Link M30

IPv6 fungerar direkt
Jag maste ga igenom en wizard for att kunna uppgradera den

How would you like to setup your device? 6 )) (( EI

Internet M30
@ Router Mode

Wi-Fi Client

This wizard will guide you through a step-by-step process to configure your new D-Link
The device acts as a router and connects your devices to the Internet. device.

Step 1: Install your device
i i )) (( l Step 2: Configure your Network and Wi-Fi settings

Step 3: Set your router password

Internet Your Device Wi-Fi Client

Language: English n




D-Link R15

IPv6 fungerar direkt
Jag maste ga igenom en wizard for att kunna uppgradera den

 Configure Yourntemet Comnection &8
w) (B

Internet R15 Wi-Fi Client

We're unable to detect your connection type. Please either to reboot your modem and wait it
to be ready, or select desired connection type from below.

@ Auto Detection

Choose this option allows device to detect the Internet connection type again. Device
will able to detect DHCP and PPPoE. Please make sure Internet port is connected
correctly to your internet service.




Netgear RS100

Enkelt att aktivera IPv6 om man forstar att det ar "Auto Detect" som ska anvandas
Vad ar det for skillnad pa "Auto Detect" och "Auto Config"? &

Nighthawk® RS100

Home
IPv6
Internet

Wireless IPvé

Attached Devices

Internet Connection Type:
Guest Network

Disabled v

Disabled
Auto Detect
Auto Config
6to4 Tunnel
6rd

Pass Through

NIGHTHAWK

Fast anc rol from

Download the app now. Fixed

DHCP

PPPoE

Orange France




GL-iINet AC1200

Fick leta runt lite for att hitta installningarna och "Native" maste man
sjalv forsta att man ska anvanda.
NAT6??? &®

& NETWORK : IPv6

When IPvé6 is enabled, WAN interfaces such as Ethernet will get their IPv6 addresses via

DHCPv6. You can also modify the IPvé address manually in the Ethernet settings page.
© Some features (firewall, VPN, client list, GoodCloud) do not yet support IPv6.

Note: If you use functions of both VPN and IPv6 at the same time, it's likely to cause IPv6

data leakage.

Firewall

Multi-WAN

Enabled IPve

LAN LAN
Mode @ Native
DNS
DNS acquisition method
Network Mode Passthrough
NATe
Static IPve

IPv6




OpenWRT

* Det fungerar default direkt




Mikrotik

Tva steg for att aktiver IPv6.
1 — Aktivera DHCPv6 PD pa Wan-interface, Skapa en PD-pool
2 —Lagg PD-poolen pa nagot interface

¥E  DHCPV Cli 1
font > ether © ¥5  |pv6 Address > [HNG:100::/64

4Z Actions
Enabled @D Remove GLOBAL NOT INVALID NOT SLAVE NOT DEPRECATED
Release
Comment J Renew
Enabled @
DHCP ~
Interface  ether! v Comment
Request info address
prefic Address [N <006
PoolName  PD-pool
Pool Prefix Length 64 From Pool - PD-pOO|
PrefixHint - /0
Accept Prefix Without Address Interface bridge
AddressList +
UssPeerDNs @D EUI64

CustomClientDUID  +

Use Interface DUID Advertise o
CustomIAPDID  +
No DAD
CustomIANAID  +
Rapid Commit Auto Link—LocaI O

Add Default Route @D

Allow Reconfigure Messages

Advanced

Status
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